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ABSTRACT. We study two types of real sequences: Firstly, the sequence of scalar
products b, - x,, n =1,2,..., where b, x,, are statistically independent and
uniformly distributed in [0, 1]3. Secondly, the sequence of absolute values of mixed

products |(b,(11) X bf,z)) -xn|, where b,(ll) R b,(,z), x,, , are statistically independent

and uniformly distributed in the 3-dimensional ball B(r) with the center (0,0, 0)
and radius 7. We compute their asymptotic distribution functions and then we
modify one-time pad cipher by using these distribution functions. All basic prob-
lems are formulated for s-dimensional sequences.

1. Introduction

For a given continuous real function f(b,x), we can study a real sequence
of the form f(b,,x,), n =1,2,..., where b, and x, are statistically indepen-
dent and uniformly distributed (briefly u.d.) sequences of s-dimensional vectors
in a Jordan-measurable bounded subset K of R* with positive Lebesgue mea-
sure |K|. Its asymptotic distribution function (briefly a.d.f.) is defined by

#{n < N: f(b,,x,) <t}

N 1)
where t € [A, By], and A, = (b,xm)iélm f(b,x) and B, = (bfil)aexm f(b,x). This
distribution function (briefly d.f.) can be computed using relation

[{(b,x) € K*: f(b,x) < t}|
K2 '

0=

g(t) =
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We can express the a.d.f. of a sequence f(b{(),b®, ... bE=V x ), n=1,2,...,
with  statistically independent and u.d. sequences bﬁll), bf), ..
...,bgf"l),xn in K in a similar way. Note that u.d. and statistical indepen-
dence of bV, b, ... b~ x in K is equivalent to the u.d. of (b{"), b, ...
..,b#™V x ) in K*. For exact definitions and basic properties of u.d. se-
quences and a.d.f.’s, see the monograph [DT].

Our study is motivated by a new application of the theory of u.d. in crypto-
logy,! which is based on the following method for computing of the key sequence
in a one-time pad type cipher:

B { 1 for f(b,,x,) €[A,B),

~ L0 for f(b,,x,)¢[AB),

where b, is the secret, x,, is random and the interval [A, B) satisfies g(B)—g(A)
1

n

3-
Part 2 of this paper is devoted to the study of a.d.f. g(t) of the sequence
f(b,,x,), where f is defined by the scalar product f(b,x) = b-x and K =
[0,1)*. For s =1,2,3 and t € [0,1] we will compute g(t) explicitly.
In Part 3 we study a.d.f. g(t) of the sequence f(b(},b, ... b~V x ),
n=1,2,..., where f is defined by absolute value of the mixed product (i.e. the
determinant)

F(B, ., bUTY, x) = [det (6™, b1, )],

where the vectors belong to the ball K = B(r) in R®* with center (0,...,0) and
radius r. We give g(t) explicitly, for s =1,2,3.

In Part 4 we describe a modification of one-time pad cipher, having private
vector sequence b, and matrix sequence A, . Contrary to the classical one-time
pad, in this case, b, A, can be securely applied many times. In Part 5 some
other modifications are also given. A cryptanalysis of such modifications will be
discussed in a forthcoming paper.

2. Sequence of scalar products of vectors in cubes

Define
9,t) = |{(b,x) €[0,1]**: b-x<t}|, te[0,s].

For s =1 we have
9,(t) =t —tlogt, telo,1],

1 This paper has been presented during Journées Tchéco-Slovaco-Francaises, Saint-Etienne,
April 4-5, 2002; and TATRACRYPT 2003, Bratislava, June 26-28, 2003.
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with the density g](t) = —logt. The g,(t) is an a.d.f. of the sequence

X, —-mem, n=12...

where b, = (b, ,,...,b, ) and x, = (2, ,,...,2,,) are statistically indepen-
dent and u.d. in [0, 1]3 "Since the s-dimensional sequence

(bn,lmn,l’ ’bn sxn s)

also has statistically independent coordinates, it has a.d.f. g(t), t = (t,,...,t,),
of the form

g(t) = (t, —t, logt,)---(t, —t,logt,)
which gives
g9,(t) = (-1)° / 1-logt, ---logt,dt, ---dt,

14t <t
0<t:<1,...,0<t, <1

In particular, for any decomposition S;US, = {1,..., s}, the coordinates of the
sequence
( Z bn in,i? Z bn,i‘rn,i)
1€Sy 1€S2

are also statistically independent. Thus

g.(t) = / 1-dg,(z) dg,_, (1)
T+y<t

and the Fig. 1

_y t—s+j
s$=J
J z+y=t
s—2j5
c+y=t
T
z+y=t J
FIGURE 1.
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implies that

r t t—z
.({.dgj(x) J dgs—](y) fOI‘ te [0)]]’
J t—z
g,(t) =j [ dg;(z) Of dg,_;(y) for ¢ € [5,s-7],
t—s+j
f dg;(z) + f dg,(z) f dg,_;(y) for t € [s—j, 3]
\ t—s+j

for j < s—j. Its densities are

r t
{g}(z)g;_j(t —z)dz for t € [0,4],
()= Ofg;(w)g;_j(t —z)de  for te[f,s—j], (1)

J
i 9;(2)g,_;(t —z)dz for t € [s—j,].
\ t—s+j

Applying (1) we find:
THEOREM 1. For t € [0,1],
9,(t) = ﬁ ((logt)? —3logt + £ — Lr?)
g5(t) = 27( 2(logt)® + L(logt)? + (~Z + 372) logt + 21 — B2 — 9((3)) ,
where ((s) is the classical Riemann’s zeta function.
Applying substitution z, = %’L, i=1,2,...,s, for t € (0,1), L. Habsieger

(Bordeaux) found (personal communication) that

g,(t) = (-1)°t° / (logt+logz,)---(logt + logz,)dz, ---dz

8

T1+-+z5<1
0<z;<1,...,0<z,<1

S
s i
= (-1 3 (*) g7,
=0
and then using substitution z; +---+z;, =1-y,---y;, he found

g, = / logz,---logz;dz, ---dz;

z1+"'+zs<1
0<z;<1,...,0<z,<1

-1 s—j
:—(s—] /Hlogy1+ ~+logy;_ ,+log(1— y])) ey del"'dyj-
0,15 =1
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He also observed that g, is a composition of integrals

(-1)™m!

1
/(log:c) z"dr = CEEa

1 oo
1
1 mn 1_ — m+1!
. =

=ay+a,((2)+---+a,{(m+1) for some a,€Q.

Remark 1. The explicit form of g,(t), for ¢ € [1,s], is open even for s = 2,3.

3. Sequences of mixed products of vectors in balls

Let K = B(r) be the s-dimensional ball with center (0,...,0) and radius r.
Consider the d.f.

1{(bW, ..., b=, x) € B2(r) : |det(b®,..., =D, x)| < t}]

ant) = B
for t € [0,7°]. It can be seen that for
=L
1,-3

there exists d.f. §,(A) such that
gs(r, t) = gs()‘) ) AE [0’ 1] .

The d.f. g,()\) can be found directly from the definition and also via the following
application of Crofton’s theorem (cf. [KM; pp. 25-27]): Let

g; (rt)=

_ {b),... b=y e Bs1(r) : |x| =7, x — fixed,|det(b(),...,b(~D x)| < t}]
|B(r)|s—1 ’

where |x| is the norm of x. Then the d.f. g (r,t) and g¥(r,t) satisfy

dgs(r t)

dr (ga (’I‘ t) g, ('r’ t)) Eim 1

I BO| @)

Using these two methods we find:

471



OTO STRAUCH

THEOREM 2. For X € [0,1] we have

Gy(N) = (1 + 2/\2) arcsin A + = )\\/ 1—-X2-2)%,

1
g3(A) = %/arccosx i/\3arccos/\— 1—)\2+%)\2\/1——)\2,
A

where the final integral cannot be expressed in the form of a finite combination
of elementary functions.?

Proof.
For g,(A): Put

b = (bcosf,bsinf) = (b;,b,),
x = (zcosa,zsina).

Then
| det(b, x)| = |bz sin(a — )] .

Putting x = and o =0 we have
|det(b,x)| <t <> |b,| < -f;

Thus
|{b € B(r): |by| < t/r}|

mr2

g;(n t) =

which gives
g5 (r,t) = zarcsin(L) + 2(L) 1- (i)z
2T pos 2 7\ 72 2)

Solving the differential equation (2) we find the desired d.f. g,()).
For g;(A): The direct proof is divided into the following steps.
(a) Let |uy| = r* (the Euclidean norm), then

u u : :
{UO-Z|=|UO|_—.Q_.Z <t = —Q‘Z<—-—:._2.
|uo| lug| lup] 7
and for the measure we get
2 3
izl <r: lup-2l <t} = 27 (o) = 5m ()" for 5z <r,
) ’ 3T for £ >r.

2Cf. [RG; p. 122].
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(b) Given vector u,, |u,| =2, and 8 € [0, 1], define u = fu,, then using (a)
we get that the set {|z] <r: |u-z| <t} has the measure

212 (5ir) — 27 (54)° for & <4,

I{IZ|ST5|UO'Z|<§}I={% 3 z>9.

for

r

(c) For vectors uy, |uy| =72, and x;, |X| =7, uy-x, =0, define u = fu, for

fixed 6 € [0,1] and x = 6,x, with 6, € [0,1]. Every solution of the equation

u = x x y such that |y| < r has the form
_uxx

|x|?

where a is any real number for which |y| < r. Since

uxx| |u 6r2 6

—_— ] = —7

x| x| by 6

and the minimum of (fr)/f, is attained at §, = 1, it can be seen that all

solutions y, |y| < r, form a circle segment with height r — fr and thus

+ ax,

{lyl<r: u=xxy, u=0uy, x=0,x,, 0, €[0,1]}
=r2(arccos()—0\/1—-92).

(d) Since |{|x)| =7: uy-x, =0, vy — fixed}| = 277, we have
{(x,y) € B(r): xxy=0uy, uy— fixed}| = 27rr3<arccos0— 61— 92)

and putting |{|u0| =r2}| = M we find that

g;(r,t) = %m*3/27rr arcc050 0v1 - 02)
( 7rr3

0

or?

1
+ / 2mr? (arccos€ — 01— 62 ) (27rr2(L) - %ﬂ'(#) 3) dﬁ] .
]

Norming g,(r,t) = 1 for t = 73 we find M = —7rr which gives the desired
g3(A). a

Remark 2. Note that in a direct proof for g,()) the fact can be used that if
the sequence (b, x ) is u.d. in B(r)? and

b, = (b, cosfB,,b, sin B.)

x, = (z,cosa,,z, sina,),

n’n
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then the coordinate sequence
(bn’ T 'Bn’ an)

has a.d.f.

_2?u?y v

g(-'l', u,Y, ’U) _____
defined on [0,7] x [0,7] x [0, 27] x [0, 27].

Remark 3. For possible control of g;(r,t) via Crofton’s theorem, we have
1
gi(rt) =1+ %,\/ ém:;ﬂdx+ %/\3arccos/\ —V1-x2+ %,\2\/1 — )2,
A

where \ = th

Remark 4. As mentioned, the explicit form of §,(A) for s > 3 is unknown.
Also the form of d.f. is open if we replace s-dimensional ball K" = B(r) by the
unit cube K = [0,1]°.

4. A modified one-time pad cipher

(I) Two users X and Y agree on the

e private vector sequence

in K CR?,
and

e private sequence of regular (s + 1) x (s + 1) real matrices

A n=12,...,N,

n’?

where N is sufficiently large,
and

e continuous function
f(b,x) for b,x€e K,
where the values f(b, x) form an interval [A,, B,].
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The users compute the d.f.
[{(b,x) € K%: f(b,x)<t}|

g(t) = |K|2 for t€ [AOVBO]
and select an interval [A4, B) C [4,, B,] such that
1
9(B) - g(d) = 1.

The interval [A, B) is also private.
(II) If X wants to send a message written as 0—1 sequence (i.e. the plaintext
digits)
u,, n=12,...,N,

to Y, he does the following steps:

e X selects a random (or pseudo-random) sequence of vectors x,, n =

1,2,..., N, in the region K.
e X computes enciphering sequence (the key digits)

1 for f(b,,x,) € [4,B),
n = { 0 for f(b,,x,) ¢ [4,B).
e X enciphers u,, to the sequence (ciphertext digits)
Y, =u, +z, (mod2), n=12...,N.
e X mixes the sequence (x,,y,) of s+ 1-dimensional vectors by matrices
A, to

(3)

erz‘ = An ) (xn’yn)T’
and then sends z, to Y through public line.
(III) Y decrypts the received ciphertext as follows:
e Y decomposes z, applying formula
(%o 1) = AT 27
e Using x,, he computes z, in the same manner as X .
e He finds the plaintext digits
u, =y, +, (mod2), n=12,...,N.
Remark 5. In the classical one-time pad cipher (i.e. Vernam cipher, cf. [MvV;
Chap. 6]), two users X and Y have a common private 0—1 key sequence z,,,
n=1,2,...,N, and X sends the 0-1 plaintext sequence u,, n=1,2,...,N,
to Y as cipertext sequence y,, = u, +z, (mod 2). If u,, is disclosed, and since
y, through public line, the key sequence z, is also disclosed. Thus a secure
application of z,, is only one time. Now, assume that
e A ,n=12...,N,
e u ,n=12,...,N,
e [4,B)
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are disclosed. Then (since z,, n =1,2,..., N, through public line) x, and z_

also are disclosed, and for secret b, , n=1,2,..., we have only

bn Ef_l([A’B)axn) or bn ¢f—1([A,B),Xn),

where f~1(I,x) = {b € K : f(b,x) € I}. Therefore b, can be used several
times. The detail security analysis will be investigated in our forthcoming paper.
For the quality of the key sequence x,, we only note that any given 0-1 u.d.
sequence z, can be constructed by (3) using suitable u.d. b,, and x,,.

5. Other modifications

(A) The cryptosystem of Part 4 can be modified taking a function f(b(l), .

..., b= x) and vector sequence (b(,...,b¢~V x ) in K*, where
o (bY),...,bls~1) is a common secret sequence for both users X and Y';

e x, is a random choice sequence for X;
¢ The enciphering sequence is computed by
{ 1 for f(bM,...,b~Y x.) €[4, B),
T =
0 for f(bV,...,b*V,x ) ¢[A,B),

where g(B) — g(A) = } and

{(bW,...,bt 1, x) e K*: f(bM,...,bl=1 x) <t}

g(t) = |

Note that the function f involving determinant as in Part 3, can be used.
(B) A further modification of one-time pad is as follows:

o The users X and Y have a common secret sequence
(bD, . beD)  n=12...

Before the encryption of a message, users X and Y exchange through
public line two sequences x,, and y,, computed as follows:

e X selects x{*~) randomly;

e Y selects x{*) randomly;

e X sends to Y through public line a sequence of vectors

i i
Bl b,
x, = .. : )
bor? e 00T
xﬁ:;l) . wgf,:l)
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where i, i,,...,i, are s-dimensional unit vectors and b() =
(bgti,)la bg,)z, SRR) bgzi,)s) )
e Y sends to X through public line the sequence
i e i
S ()
Yn = . . )
SR G

e X and Y compute the common sequence of absolute values of scalar
products
— — -1)].
Uy = an ’ x728)| - |yn 'xr(zs )I’
e X and Y compute the key sequence z,, by

_{1 for v, € [A,B),
“lo for v, ¢[A4,B),

xn

where g(B) — g(A) = 1 and g(t) = g,(r,t) as in Part 3.
It can be proved that this method is equivalent to the method of Part 4 with
scalar product, without scrambling matrices and having s?-dimensional vectors.

(C) In all of the above modifications, the intervals [A, B) can also be replaced

by m non-overlapping intervals [4;, B;), i = 1,2,...,m, satisfying
- 1
S 9(B) - 9(4) = 1.
i=1
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