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SECURING IMAGES VIA VASICEK PROCESS
AND CHAOTIC MAP

HaAJAR AHALLI, ABDERRAHIM ASLIMANI, KHALID CHARIF
AND MOHAMED EL OUAFI

We propose a novel image encryption algorithm based on the stochastic Vasicek process
and a modified chaotic logistic map. The proposed algorithm relies on the Fridrich confusion-
diffusion structure. In the initialization step, we generate process parameters and an initial-
ization state from a secret key of arbitrary length. Then the Vasicek process performs several
iterations, where the number of iterations is generated at each step by the secret key. The
floating point numbers generated by the process are discretized to generate the permutation for
pixel confusion, and then generate pseudo-random sequences to diffuse the pixel values. The
confusion-diffusion process can be applied for several rounds to improve the encryption perfor-
mance. Experimental results and security analysis show that our model has good performance.
The algorithm has a large key space, passes statistical analysis and has a strong resistance to
differential attacks, which confirms that our algorithm is safe and efficient.
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1. INTRODUCTION

The exchange of information has become a crucial thing in our daily life, especially with
the evolution and growth of communication networks and the development of multime-
dia technologies. Indeed, image security has become an inescapable necessity and an
extremely important issue for every user. Most applications require a level of security
to ensure the protection of this data in different communication channels. Efficient en-
cryption algorithms have the property of confusion and diffusion, which corresponds to
those mentioned by Shannon [33]. Indeed, these two properties are considered to be the
fundamental concepts of cryptographic systems. Traditional algorithms such as AES,
DES, IDEA, RSA,..., fulfill these properties well for data as a data stream, but remain
inefficient for digital images, which have special properties, such as high redundancy
and strong correlation between adjacent pixels, which places special demands on any
encryption technique. Several image encryption algorithms based on different theories
have been proposed [0, 16, 27, 28|, 34 [41] 42]. Indeed, researchers [2, 18| 23] have un-
derlined the existence of a similarity between the properties of chaotic systems such as:
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ergodicity, mixing, randomness, unpredictability and sensitivity to initial conditions,
and the needs of cryptographic systems. Consequently, such a close relation gives rise
to several robust algorithms for encryption of images by implementing different chaotic
systems [7, 12 177, 19, [30, [44].

Generally, secure image encryption schemes are based on the confusion-diffusion prin-
ciple proposed by Fridrich [I0]. In confusion, the pixels in the image are swapped using
permutations generated by multiple methods [14] 15, 28], this breaks the correlation
between the pixels in the image, but keeps the same histogram. While in diffusion, pixel
values are changed and encrypted by random sequences [4l [6l 26] 1], to ensure higher
security against statistical attacks. Indeed, the security of cryptosystems strongly de-
pends on the systems implemented in their design. Using systems with simple behavior,
their initial states and control parameters can be estimated using certain techniques
3, 8, 291 [40, [43], and thus, the corresponding image encryption scheme can be easily
attacked [21], 22] [35].

Brownian motion is a mathematical description of the random motion of a particle
submerged in a fluid. As its name suggests, the movement was discovered in 1827 by
botanist Robert Brown (1773—-1858). It was by observing pollen dispersed in water
under a microscope that he noticed that the microscopic grains constituting it were
subjected to a continuous and irregular movement. He later realized that this same
phenomenon could be observed with all kinds of particles of sufficiently small size. Cur-
rently, Brownian motion is used in many applications, for example to analyze the price
of financial stocks in the market. Due to the high randomness of Brownian motion, this
motion has been used in the design of several cryptographic applications. For example,
in 2014, Wang and al. [39] took each pixel in the image as a Brownian particle, used
the Monte Carlo method to simulate Brownian motion, and effectively scrambled the
image. In 2015, Zhu [45] had broken the encryption algorithm proposed in [39] because
the permutation vector and the diffusion sequence are not bound to the plain text image,
making the method impossible to resist the chosen clear text attack.

In 1930, Leonard Ornstein and George Eugene Uhlenbeck [37], proposed a process
which is considered for the velocities of Brownian particles: the so-called Ornstein—
Uhlenbeck process. This continuous-time process is the solution of a stochastic differen-
tial equation, the Langevin equation for the Brownian motion of a particle with friction
[20]. A decade later, Doob studied the properties of its trajectories from those of Brow-
nian motion using deterministic time change. Indeed, the Ornstein— Uhlenbeck process
can be represented as an affine transformation of time-changed Brownian motion. This
process has been used for several other applications: in finance, climatology, physics and
other areas of science.

This process was originally introduced to describe the speed of a mass particle with
friction. When the potential is zero, the speed V of the particle satisfies the following
stochastic differential equation

dVy = —yVidt 4+ \/2vedBy,

where € > 0 is the force of the noise (depending on the temperature and the mass of the
particle), v > 0 the friction coefficient (also called damping) and (B;)¢>¢ is a standard
Brownian motion.



Securing images via Vasicek process and chaotic map 117

Our purpose in this paper is to give a novel image encryption algorithm based on
the Vasicek processes, which constitutes a generalization of the Ornstein— Uhlenbeck
process. First, at the beginning of this paper, we will give a brief introduction to
the Vasicek process and the associated fundamental properties. The second chapter is
devoted to the study of logistic maps, on which we will make some modifications to
have a total bifurcation. The rest of the paper is organized as follows. Section 3 briefly
presents the basic preliminaries used in the design of a strong cryptosystem. Section 4
describes the proposed algorithm. Section 5 presents the simulation results and security
analysis, and Section 6 concludes the paper.

Xy Vasicek process at time ¢

Wy standard Brownian motion (Wiener process)

Ay 0 mean-reversion rate, long-term mean, volatility of X;
Tn state of the logistic map at iteration n

r control parameter of the logistic map

K secret key

M x N image size (rows X columns)

Tab. 1: Main notation used in the paper.

2. THE VASICEK PROCESS

In 1977, Oldrich Alfons Vasicek [38], proposed a process which is considered as a stochas-
tic investment model: the so-called Vasicek process. The corresponding process was
originally introduced to describe the evolution of interest rates movements based on
market risk.

Let us first give here the rigorous definition of the Vasicek process, which constitutes
a generalization of the Ornstein—Uhlenbeck process introduced in [37]; defined as the
only solution of the following stochastic differential equation

dY; = —A\Y,dt + cdW,, (1)

where (W;)¢>0 denotes the Wiener process, A > 0 and o > 0 are parameters. The
Vasicek process follows the stochastic differential equation

dXt = )\(/J — Xt>dt + O'th7 (2)

where ¢ € R is a constant. This equation is used to study the evolution of interest
rates in the so-called financial model of Vasicek [5]. We deduce that has an explicit
solution given by

t
X;=Xo—peM+u+ 0'/ e M=,
0

It has similar properties to those of the Ornstein — Uhlenbeck process: if Xy ~ N (m, 03)
is independent of W, X = (X;);>0 is a Gaussian process of expectation function

E[X: =me M+p(l—e ),
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of variance function

and of covariance function
o2
Cov [X,, Xy] = e MF9) (0(2] + B3\ <e2)‘(8/\t) - 1)> for t # s.

To simulate the Vasicek process we use the Euler - Maruyama method [I3]. We consider
a uniform time grid ¢,, = n At on [0, tymax], with time step At = t,ax /1, and approximate
the SDE by the standard Euler - Maruyama scheme

dXe = X(p — Xp) dt + cdW,
which leads to the recursion
Xpi1 = Xn + Mg — X)) At + oV ALz,
where (x,,)n>0 are independent standard normal random variables, z,, ~ N(0,1). Thus,

Wt - th = AWn ~ N(O, At) =V AtN(O, 1)

n+1

This can be simulated in Python using the algorithm below:

Data: - The parameter sigma o; The parameter lambda A; The parameter u;
The maximal time t,,x; The number of iterations n; The step ¢;
Result: Simulation of the trajectory of the Vasicek process
1 initialization to = 0;
2 Simulate n independent standard normal random variables z; ~ N(0, 1);
3 fori=0ton—1do
4 - Compute X (t;+1) using

X(tig1) = X (t:) + Mp — X () At + o VAL a;;

5 end
The discretized trajectory is given by (¢;, X (:))i=o0,....n-

o

Algorithm 1: The trajectory algorithm of the Vasicek process.
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A trajectory of this process is presented for some values of A, u and o in Figure [1] by
applying Euler or Euler — Maruyama method.

The Vasicek process
T T T

o

LA M’@

41 4

M~M&~EszMW'jﬁﬂ W f‘wmm“’ﬂ ﬂ*'MJ“J&

—— =01, p=1 and 0=0.5
6 —— =05, y=1 and o=1 |7
A=1, u=1and ¢=10
8 I I I I I I I I I
0 1 2 3 4 5 6 7 8 9 10

Fig. 1: Simulated trajectories of the Vasicek process.

3. LOGISTIC MAP

The logistic map is a polynomial mapping of degree 2. Its recurrence relation is

Tn+1 = L(In)
=ra, (1 —x,).

The sequence (z,),>1 takes values in (0,1) for 0 < r < 4, and its behavior varies ac-
cording to the value of the parameter r. The sequence presents a chaotic character for
r > 3.57 except for a few isolated values of r with a behavior which is not. For example,
from 1+ /8. A bifurcation diagram allows to graphically summarize the different cases:

1.01

0.8 4

0.6 4

0.4

0.2 4

0.0

Fig. 2: Bifurcation diagram of the Logistic map.
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The logistic maps are used in many image encryption systems[I], 24, 30] and are be-
coming more familiar to the public and represent some weakness in security. Indeed, it
is possible to predict some of its behavior in certain circumstances. Indeed, a chosen
cipher text attack is already carried out in [36], to build the discarded version of the lo-
gistic maps which leads to the estimation of the control parameter. One solution against
this kind of attack is to mix and truncate the chaotic orbit before using it for encryption.

We have kept the same map and we are going to use the random sequences part to
randomize the trace of the return map. And so the modified map becomes

Tpy1 = mL(xy,)
= 100rz,(1 — x,) mod 1.

The modified map has an identically distributed bifurcation diagram as shown in Fig-

ure 3l

1.04

0.8 q

0.6 q

0.4 4

0.2

0.0

Fig. 3: Bifurcation diagram of the modified Logistic map.

The motivations for this modification can be summarized as follows:

1. This modification will allow us thereafter to have independent normal random
variables.

2. For almost any r € [0, 4], the chaotic sequence is topologically dense in [0, 1].

We can see that this modification in the chaotic map brings more randomness, unpre-
dictability and sensitivity to the initial values, which can provide high security to the
proposed algorithm. From a dynamical point of view, multiplying the state by 100 and
taking the result modulo 1 enhances the mixing properties of the map and accelerates the
loss of memory of initial conditions. Numerically, the modified map produces trajectories
whose empirical distribution is closer to the invariant density on [0,1] and whose sam-
ples are less correlated. This improves the unpredictability of the generated sequences
and strengthens the security of the encryption scheme compared to the standard logistic
map.
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4. PROPOSED IMAGE ENCRYPTION ALGORITHM

The goal is to provide a robust algorithm with exceptional resistance against statistical
and differential attacks. We have based our concept on the Vasicek process and the
chaotic logistic map to propose a novel algorithm for image encryption.

The proposed algorithm has two input parameters, an image I of size M x N and a
secret key K = (kokiks...kp—1)2 of arbitrary length L.

Our encryption scheme is based in its operation on the Fridrich principle. A confusion
where it will have a permutation of the positions of the pixels of the image in a one-to-one
way, and a diffusion where a masking of the pixel values will take place in a sequential
way. For the execution of these operations, we take advantage of the floating point flow
{X;}i>1 generated by the Vasicek process.

Let f be the transition function between two states S; = (x;,X;) and S;y1 =
(2i11, Xi41) for i > 0, which simulate the Vasicek process, defined as follows
Siv1 = f(S:)

= (Ti+1, Xit1)
= (mL (.Z‘Z) , X+ )\(/.L — Xl) At + oV At$i+1).

The floating flow obtained by the Vasicek process is discretized by the function D,
defined for a state S(z, X) as follows

D.(S) = ([10¢|X|] mod ¢), for a state S(z, X),

so that D.(S) € {0,1,...,c— 1}. where ¢ € [255, M x N] In the case where ¢ = 255,
we generate the random sequences for the masking and scattering of the pixel values,
and for c = M x N, we generate integers used in the generation of the permutations for
the confusion.

The parameters and the initialization state of the process are generated from the key
as indicated in the next section. Then, the process is invited to perform several iterations
to generate permutations according to Algorithm [2] and pseudo-random sequences as
indicated in Algorithm [3]

In this section, we give a detailed description of the algorithms.

4.1. Generation of initialization values

From the key K = (kokika...kr—1)2, considered as a character string taken on entry
by the keyboard, it is preferable that the key size be greater than or equal to 384 bits
(48 characters). The {k;}o<i<z are the values of the representation in ASCII code of
the key K. We generate the parameters of the Vasicek process Xy, A, p and o, and the
initiation state of the logistic function zg.
The key-derived parameters are consistently written in the order (zg,r, Xo, A, i, 0).
Let K' = (kGk1 kS . . . kbgs), with

, ki L if L <383
ki = L
@J[isf] kiv(3gaj)  if L > 383
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and denote
;3 L
by = 932 Z 2" (k/1475i7p71 & k:’)i+p) 5
i=0

where p € {0,1,2,3,4,5}. The initial state is generated as follows

b 4b
o = 5 + O,r:4b0+4b1,X0:b1+4b2,
5 5 5
Cbytdby byt 4by

)\ aHdJ:b4+4b5+4.

5 5
We generate the initialization values of our process by all the bits of the key, we went

through all the bits of the key, so a change bit can give a totally different initial values.
This high sensitivity to the key will be illustrated in the key-sensitivity tests.

4.2. Description of the pixel permutation algorithm (confusion)

In this section, we propose a new permutation for the confusion of the pixels.
Let S° = (w0, Xo,%p) be an initiation state on the Vasicek process f. The process f
performs a set of iterations, to generate a set of states

S = {Sl S? ...SMXN}
with
St = fritt (Si_l) fori>1 (3)
n; is an integer generated from the key K according to
n; = 2k‘j + kj,1
where
j=2ximod (L—1).

In order to get rid of the existing correlation between consecutive states, at each step
i a number n; of the iterations performed, this number is controlled by the key K.
Indeed, between two successive states S° and S°*!, it can have up to 4 iterations
With this technique, we did not use all the states to produce random sequences, so
it is impossible for an attacker to estimate the control parameters if he does not know
the secret key K.
Let consider the identity permutation P

P=(1,2,...,M x N)
and let {Q;}o<i<mxn be a set of integers with @Q; € [0, M x N] where

Qi = Duxn (57).
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The final permutation is P after some modifications in the following loop

fori=1to M x N
swap(temp, P;).

Let S? be the initialization state for this algorithm.

1 Input: A secret key K = (kok1ka...kr—1)2, a state Sy = (29, Xo) and image size
M and N

Output: A permutation P of size M x N and state SM*N
J40,n<+2Xpjg1+p;
4 fori=1to M x N do

Si . fniJrl (Sifl)

Qi < Darxn (S9)
5 P+

j=(2x14)mod (L—1)
N < 2 X pjy1 +pj

w N

6 end

7 fori=1to M x N do
s | { swap(P, Po)

9 end

=
(=]

return P, SM*N

Algorithm 2: The permutation algorithm (Permutation).

The location change pixels only breaks the correlation between adjacent pixels. As
the pixels remain in the image itself, this keeps the histogram and does not increase the
entropy. Therefore, the image may be vulnerable to statistical attacks, and for this, we
need to mask the pixel values with pseudo-random sequences in the diffusion step.

4.3. Pseudo-random generator (diffusion)

Diffusion consists in modifying the values of the pixels, by masking pseudo-random
sequences according to the Vernam encryption [44]. In this section, we propose a
pseudo-random number generator based on the Vasicek process. We generate a set
{de}1§€<M><N with 0 < d° < 28.

d® = Das6(5°),

where §¢ = fret! (Se_l) with an initial state S°. Between two sub-sequences, the pro-
cess is iterated several times, which adds more randomness to the generated sequences.
The pixels of the CI image after the confusion, will be masked with {d®}, ../, y Where
the CT pixels CT (floor (%) ,e%N) will be masked with d°¢ according to the CBC mode
of the encryption.

The generation of random sequences is described in detail in Algorithm .
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1 Input: A secret key K = (kokika...kr—1),, a state Sy and the image size
M x N.

Output: A set of pseudo-random number sequences {d°}1<c<mxn and a state
SMX N

[V

w

I+ 0n<2xk +kypi<0,7<0
SY 4 f1Hm (o)
5 fore=1to M x N do
Se f1+n (Se—l)
d° (—D256(Se)

'

6 l+ (2 xe)mod (L—1)
n<+ 2x ke+1 + ke

7 end

8 return {d°}1<c<prxn, SN

Algorithm 3: Pseudo-random number generator (PRNG).

4.4. Encryption of a gray level image

We simulate the proposed algorithm for the image I (see Figure [4]) at gray level of size
M x N. The input of the algorithm is: an image I of size M x N, a secret key K and
an integer C'D indicating the number of confusion-diffusion rounds. The steps involved
in the proposed algorithm are described in order and in detail as follows:

1. Calculate the parameters and the initialization state of the process from a secret
key K
(xo,7, X0, A\, b, o) = initialize (K)

let Sp be the initial state
So = (%0, Xo) -

2. Perform ng iterations for the three particles and get
= f"0(Sp) with ng = 221 x kj.

3. Generate C'D permutations {F;},;cop and CD sets of random sequences

{{df}1§e<M><N}lgi§CD'
e Fori=1to CD:

o Generate the permutation P;
(Pi, Si) = Permutation (K, S M x N)

o Generate a set of sub-suite {df }1<e<prxn

<{df}o§e<M><N_1 7Si) =GNA (K, Si,M X N) .
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4. Reshape the image I as an array 1D of size M x N
ID i x N 4 j] = I(i,7) with 0 <i < M and 0 < j < N.
5. Perform the confusion-diffusion round CD on the image DIY as shown in the
following loop:

e for i =1 to C'D, we perform the following operations:

o Fore=0to M x N—1,DI°
CI''[e] = DI ! [P(e)]
o Encrypt the CT°~! data according to the CFB mode to haveDI*~1.
DI'[0] = CT" 0] @ d?
fore=1toM xN -1
DI'[e] = CIle] ® dS @ DI'[e — 1].

6. Convert TDCP into an encrypted digital image C of dimension M x N, where the
value of the pixel C(i,j) = TDP[i x N + j].

5. SECURITY ANALYSIS

We simulate our algorithm using Python. The two images tested are ”Lena” and ”Ba-
boon” with image size 256 x 256 and in 256 gray levels. The simulation result after a
round of the confusion-diffusion process is shown in Figure [4

Fig. 4: Lena and Baboon original and encrypted images by our algorithm.

The various security aspects are described in detail in the following paragraphs.
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5.1. The key space

The proposed crypto-system is characterized by a string of arbitrary length as key. The
initialization parameters are generated by a technique that covers all the bits of the
ASCII representation of the key. As a result, the proposed crypto-system is impossible
to be attacked exhaustively.

5.2. Histogram analysis

Histogram analysis displays the frequency of pixel values in an image. However, the
histogram of an encrypted image with a good scheme of encryption, must be uniformly
distributed and different from those of the original image to avoid statistical attacks.
Figure [5| shows the histograms of the original and encrypted images. The frequency of
the pixel values over the 256 gray levels are uniformly distributed, so the encrypted image
does not reveal any statistical information about the original image, and so statistical
attacks are infeasible against our algorithm.

s 8 ¥ s o¥o8o@oe

AN EEEEREEN]

Fig. 5: Lena and Baboon original and encrypted images by our algorithm with their
histograms.

5.3. Entropy analysis

Entropy [32] is defined to express the degree of uncertainty or randomness in a cipher
system. The entropy of image information is a criterion that measures the effect of
an image encryption algorithm. It reflects whether the distribution of pixel values is
random or not. The entropy H of a gray image is calculated by the following equation

gl
H(s) = 3" P(s) log (%) 7
i=0 v

where
number of pixels at level s;

M x N

P(s;) =
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with gl the gray level of the image and P(s;) the probability of the appearance of the
level s; in the image of size M x N.

For an encrypted image of gray level gl = 256, the ideal value of the information
entropy of the image should be closer to 8 = log, 256.

In our simulation, we calculated the information entropy of the encrypted images by
our algorithm for a single and two rounds. Table [2| summarizes the values obtained for
the entropy of the encrypted images.

round 1 2
The entropy (Lena) 7.997 | 7.999
The entropy (Baboon) | 7.997 | 7.998

Tab. 2: Entropies on one and two rounds.

The values are all very close to 8, and therefore our algorithm provides high security
and has very good encryption performance.

5.4. Correlation analysis of two adjacent pixels

Adjacent pixels in an original image are highly correlated. Indeed, we have randomly
selected P A pairs of adjacent pixels, according to the horizontal direction (r, s)/(r+1, s),
vertical (r,s)/(r,s 4+ 1), or diagonal (r,s)/(r + 1,s + 1) of the image. We compute and
compare the correlation coeflicients using the following formula

cov(u,v)

- \/Var(u) x y/Var(v)

r(u,v)

where u and v are the respective values of the two adjacent pixels, with

cov(u,v) = E((u — E(u)) x (v — E(v))))

1

PA | PA
E(u) = A ;ul and Var(u) = PA Z; (u; — E(u))?.

Adjacent pixels in a natural image can have a correlation coefficient close to 1 i.e.,
adjacent pixels have similar values. Whereas, the pixels of an encrypted image should
be close to 0. The pixels should be distributed randomly. Therefore, an image encryption
algorithm must effectively reduce the correlation between adjacent pixels.

In our study we chose PA = 2000 pixels, a fairly representative number for an image
size 256 x 256. We compared the correlations of the pixels of the original images in
Figure [d] and those of the encrypted image in Figure [5] on the chosen sample.
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Fig. 6: Correlation distribution of adjacent pixels of original images in directions, Hori-
zontal, Vertical and Diagonal.

Fig. 7: Correlation distribution of adjacent pixels of encrypted images in directions,
Horizontal, Vertical and Diagonal.

It is clear that the dots are located along the diagonal (Figure E[) indicating a high
correlation of adjacent pixels in all three directions, while those in the encrypted image
are scattered over the entire plane (Figure E[), which indicates that the correlation is
strongly reduced. Correlation analysis proves that our algorithm successfully reduces
correlation.

5.5. The differential attack

A differential attack involves making a change, usually a pixel, in the clear image and
comparing the encrypted images obtained by the same key, and finding out if there
is a relationship between the clear image and the encrypted image, which can further
facilitate the determination of the secret key. An encryption scheme is invulnerable
to differential attacks, if a minor modification of the original image causes significant
changes in the encrypted image. The two most common criteria for measuring the ability
to differential attack are: the number of pixel change rates (NPCR) and the unified
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modified mean intensity (UACT). The NPCR and the UACT between two encrypted
images C7 and Cs of the same size M x N are defined by

M N |C1(,k)—C2(j.k
ijl Zk:ll 1(j 2_12@ )|

UACI (Cl,CQ) = M < N X 100%
M N .
M SN k

NPCR (), Cy) = 2= Z’“Ml . ﬁl’cz)(j ) 100%

where C1(j, k) is the pixel corresponding to the jth row and the kth column of the image
C1 and D¢, c,)(J, k) is a function defined as follows

Recently, UACT’s NPCR values for two random images, which is an expected estimate
for a good cryptographic system, are proven in [I1] and given by

1
2log; gl

Dc,,c,) (4, k) =

NPC Rexpected = <1 > x 100%

and

1 (9 i+ 1)
UACIexpected = ﬁ <_gll—1 x 100%.

So for a gray level gl = 256, we can have N PC Rexpected = 99.609% and U AC Iexpected
= 33.464%.

In our analysis, we change the first pixel in the image Irenq,1 (Lena) and Iggboon,1
(Baboon) of Figure [4) to get Irenq2 and Ipgpoon,2, then we encrypt the four images
by the same key through a round of the confusion-diffusion process to have Creng 1,
CLena,Zv CBaboon,l and CBaboon,2~

Images NPCR UACI
CLena,l and CLena)Q 99187% 33.351%
CBaboon,l and CBaboon’Q 99574% 33249%

Tab. 3: The values of NPCR and UACI obtained.

The values are close to the expected values, which indicates that the proposed algorithm
is resistant to differential attacks.

6. CONCLUSION

In conclusion, we proposed in this paper a new image encryption algorithm based on
a Vasicek process and the logistic chaotic map. In our work, we adopted Fridrich’s
structure to encrypt images. For the security-analysis, a various methods have been
employed, including histogram analysis, correlation analysis, resisting differential attack
analysis and information entropy. The corresponding experimental results have shown
that the proposed cryptographic system has a high level of security and has important
practical applications in securing digital images.

(Received July 7, 2025)
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